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Abstract - True random number generators (TRNGs)
are a core building block of modern cryptographic
systems, and field-programmable gate arrays
(FPGAs) offer a practical hardware platform for
implementing them. This report presents an efficient,
tunable TRNG for Xilinx FPGAs based on beat-
frequency detection between two clock signals
generated by the Digital Clock Manager (DCM). Its
main contribution is the ability to adjust its operating
parameters at runtime through dynamic partial
reconfiguration (DPR), improving randomness
quality by adapting to changing environmental
conditions such as temperature and supply-voltage
variation. This report describes the mathematical
model behind the TRNG's operation and reports
experimental results on a Xilinx Virtex-5 FPGA. The
proposed design removes statistical bias inherently,
has a small hardware footprint, and produces
bitstreams that fully pass the NIST statistical test
suite for randomness.

L. INTRODUCTION

True random number  generators  support
authentication systems, secure messaging, data-
protection applications and virtually every modern
cryptographic system. Unlike pseudo-random number
generators (PRNGs), which compute deterministic
sequences from a seed and remain vulnerable if that
seed or algorithm is exposed, TRNGs draw
unpredictability from physical phenomena — clock
instability, metastability, thermal noise and oscillator
jitter — that are fundamentally unpredictable rather
than merely statistically random-looking. As
cryptographic  security depends closely on
randomization quality, and as IoT, cloud and edge
computing, autonomous systems and next-generation
communication networks increasingly rely on
entropy-intensive random numbers to preserve
authenticity, integrity and secrecy, demand for
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effective hardware random number generation keeps
growing.

Hardware TRNGs are generally preferred over
software alternatives because they draw directly on
physical entropy sources and resist algorithmic attack
more effectively, and FPGAs are especially attractive
for this purpose: their reconfigurability, high speed
and design flexibility let developers build custom
security hardware with short design cycles and low
cost. Modern Xilinx FPGAs expose several internal
circuits — ring oscillators, phase-locked loops
(PLLs), Digital Clock Managers (DCMs) and delay-
locked loops (DLLs) — whose outputs are not
perfectly deterministic because of small variations in
signal propagation delay, manufacturing variance,
supply-voltage fluctuation and temperature change.
These imperfections are exactly the source of
extractable randomness that allows compact FPGA-
based TRNGs without a dedicated external noise
source.

Clock jitter — the small, temporary dispersion of a
clock edge from its ideal timing, driven by
temperature,  electronic  noise,  power-supply
instability and device-level imperfections — is one of
the most widely studied entropy sources for this
purpose, because its unpredictability suits security
applications when sampled and processed carefully.
DCM circuits, which Xilinx FPGAs provide mainly
for clock generation and frequency adjustment,
exhibit measurable jitter that makes them good
TRNG candidates, with the added benefit that reusing
existing DCM resources lowers hardware overhead.
Beat-frequency detection is a widely used technique
for extracting this unpredictability: two oscillating
signals of slightly different frequency drift in and out
of phase over time, and jitter makes the resulting
phase transitions increasingly unpredictable, so
sampling one signal with the other converts this drift
directly into a random binary sequence.
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Despite extensive prior work on DCM-based TRNGs,
existing designs face persistent limitations: statistical
bias in the generated bitstream often needs extra post-
processing to correct, high resource requirements can
make some designs impractical for constrained
applications, and entropy quality can degrade over
time or under changing temperature, voltage or
device-aging conditions — particularly in fixed-
parameter designs that cannot adapt to these effects.
This project proposes an enhanced, tunable DCM-
based TRNG architecture for Xilinx FPGAs that
addresses these limitations directly: it uses dynamic
partial reconfiguration to adjust its operating
parameters in real time, reaches high entropy with a
small hardware footprint, and produces bitstreams
that satisfy the NIST statistical randomness test suite,
making it suitable for cryptographic and security-
sensitive FPGA applications.

II. LITERATURE SURVEY

Sunar, Martin and Stinson proposed a provably
secure TRNG built from multiple FPGA-
implemented ring oscillators combined by XOR, with
an analytical security model provably resistant to
active attacks — a security standard this design's
beat-frequency approach is measured against, even
though the entropy source differs. Wold and Tan
analyzed and improved random-number generation in
FPGA-based ring-oscillator TRNGs, showing
experimentally that environmental conditions
measurably affect random-bit quality and that better
sampling increases unpredictability; their finding that
environmental variation degrades entropy quality is
the core motivation for the dynamic partial
reconfiguration mechanism used here.

Fischer and Drutarovsky introduced a TRNG
embedded in reconfigurable hardware that exploits
both metastability and clock jitter, achieving high
throughput and low area with an explicit bias-
reduction stage — architecturally close to the DCM-
based, dynamically reconfigurable design with
integrated bias removal proposed in this project.
Dichtl and Goli¢ proposed a high-speed TRNG built
entirely from digital logic gates, extracting entropy
from propagation-delay variation rather than analog
circuitry, supporting the choice to build this design
around DCM primitives already present in the FPGA
fabric rather than adding dedicated analog entropy
circuits.

Tsoi, Leung and Leong described a high-performance
FPGA-based TRNG using jitter sampling, evaluating
multiple sampling strategies and confirming
bitstream validity via NIST statistical testing across
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several FPGA families — directly informing the
reference-clock sampling approach used to convert
beat-frequency drift into random bits in this design.
Varchola and Drutarovsky proposed a high-entropy
element exploiting timing differences and routing
delays within the FPGA fabric itself, complementary
to the DCM-based jitter source used here. Killmann
and Schindler formally defined function classes for
random number generators along with entropy-
evaluation and statistical-testing methodologies that
have become a benchmark for RNG security
evaluation, and this framework is used to frame the
design goals of unpredictability, bias resistance and
adaptability pursued in this project.

Varchola, Drutarovsky and Haban examined
performance and entropy optimization for FPGA-
based TRNGs across several entropy generator
architectures, directly precedenting the dynamic, on-
the-fly parameter tuning explored here. Baudet et al.
examined oscillator-based TRNG architectures across
multiple configurations, confirming reliable entropy
extraction with reasonable resource requirements
while discussing oscillator-specific security concerns
relevant to evaluating the DCM-based jitter source
under adversarial conditions. Vasyltsov et al.
introduced a fast digital TRNG based on a metastable
ring oscillator that remained robust under
environmental variation, reinforcing the shared
design goal of maintaining randomness quality
despite temperature and voltage drift.

III. PROPOSED METHODOLOGY

The proposed system is an enhanced, tunable TRNG
for Xilinx FPGA devices built around the Digital
Clock Manager (DCM) primitive, using beat-
frequency detection between DCM-generated clock
signals to extract entropy from their intrinsic jitter.

A. Beat-Frequency Entropy Extraction

Two clock signals are generated using separate DCM
instances configured to slightly different output
frequencies. Because the two clocks are not perfectly
synchronized, their relative phase drifts continuously
over time, and clock jitter — the small, unpredictable
timing deviation each DCM output exhibits — makes
the resulting phase transitions increasingly difficult to
predict as the two signals drift in and out of
alignment. A stable reference clock samples these
phase transitions directly, and each sample is
interpreted as one random output bit: whenever the
sampled transition falls on one side of the reference
edge the circuit emits a 0, and when it falls on the
other side it emits a 1, converting the accumulated
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jitter between the two DCM clocks directly into a
random binary sequence.

B. Dynamic Partial Reconfiguration for
Tunability

The design's principal architectural contribution is its
use of dynamic partial reconfiguration (DPR) to
adjust DCM operating parameters — such as the
frequency offset between the two beat-frequency
clocks — in real time, without halting or otherwise
disturbing the rest of the FPGA design. Because
entropy quality in DCM-based TRNGs is known to
degrade under temperature swings, supply-voltage
fluctuation and long-term device aging, this runtime
tunability lets the design compensate for exactly
those effects as they occur, rather than being fixed at
synthesis time to parameters optimal under only one
operating condition. This is the key mechanism by
which the design avoids the degraded long-term
randomization performance that fixed-parameter
DCM-based TRNGs are otherwise prone to.

C. Bias Removal

An integrated bias-removal module is applied to the
raw output bitstream to correct the statistical
imbalance that beat-frequency sampling can
otherwise introduce, ensuring the emitted sequence
shows no detectable skew toward either binary value.
Combining this bias-removal stage with DPR-based
tunability lets the design reach high entropy quality
while keeping FPGA resource utilization low, since
no additional, resource-heavy conditioning stage is
needed beyond this single integrated bias-correction
block.

D. Design Summary

Taken together, the beat-frequency extraction
mechanism, DPR-based runtime tunability, and bias-
removal stage give the proposed TRNG high-entropy
random-bit generation, a small hardware footprint,
high operating speed, and resilience to changes in the
surrounding operating environment, while remaining
efficient enough for cryptographic and other security-
sensitive FPGA applications.
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IV. RESULTS AND DISCUSSION

The proposed TRNG was targeted to a Xilinx Virtex-
5 FPGA and evaluated against the NIST statistical
test suite for randomness. The generated bitstreams
were found to satisfy the suite's tests, indicating that
the beat-frequency extraction mechanism combined
with the integrated bias-removal stage together
produce output that is statistically indistinguishable
from ideal randomness. This confirms the design's
suitability for cryptographic use without requiring
additional external post-processing.

Detailed quantitative figures for resource utilization,
throughput and power consumption were not
available for this design at the time of writing, so a
full numerical comparison against the fixed-
parameter DCM-based TRNGs discussed in the
literature survey is left for future reporting.
Qualitatively, however, the design's small hardware
footprint and its ability to retune DCM parameters at
runtime clearly distinguish it from the fixed-
parameter designs reviewed earlier, which cannot
adapt to the temperature- and voltage-driven entropy
degradation that motivates this work. The
combination of passing NIST statistical testing with a
runtime-adaptive architecture suggests that the
proposed TRNG offers a meaningful reliability
advantage over static designs in real-world
deployment conditions, where temperature and
supply-voltage variation are unavoidable.
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V. CONCLUSION

This report has presented an enhanced, tunable
TRNG for Xilinx FPGA devices built on DCM-
generated clock jitter and beat-frequency detection.
Dynamic partial reconfiguration allows the design's
operating parameters to be tuned on the fly, letting its
randomization  performance be  continuously
optimized under changing environmental conditions
rather than fixed at synthesis time, while an
integrated bias-removal stage further improves
entropy quality without adding significant hardware
overhead. Experimental evaluation against the NIST
statistical randomness test suite confirms that the
generated bitstreams are suitable for cryptographic
use, and the resulting design strikes a favorable
balance between security, flexibility, throughput and
hardware efficiency for FPGA-based secure systems.

Future work includes reporting detailed resource-
utilization and throughput figures across a range of
Xilinx device families, and extending the dynamic-
reconfiguration strategy to additional entropy-
degrading conditions beyond temperature and supply-
voltage variation, such as long-term device aging and
electromagnetic interference.
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